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Summary  The  general  number  ﬁeld  sieve  (GNFS)  is  the  fastest  algorithm  for  factoring  large
composite  integers  which  is  made  up  by  two  prime  numbers.  Polynomial  selection  is  an  impor-
tant step  of  GNFS.  The  asymptotic  runtime  depends  on  choice  of  good  polynomial  pairs.  InPolynomial  selection;
Public  key
cryptography
this paper,  we  present  polynomial  selection  algorithm  that  will  be  modelled  with  size  and  root
properties.  The  correlations  between  polynomial  coefﬁcient  and  number  of  relations  have  been
explored with  experimental  ﬁndings.
© 2016  Published  by  Elsevier  GmbH.  This  is  an  open  access  article  under  the  CC  BY-NC-ND  license
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Introduction
Public  key  cryptography  plays  an  important  role  in  modern
communication  networks.  The  security  of  many  public  key
cryptosystems  depends  on  the  intractability  of  certain  num-
ber  theoretic  problems.  Factoring  large  integers  and  ﬁnding
discrete  log  in  cyclic  group  of  higher  order  are  the  most
popular  number  theoretic  problems.RSA  (Rivest  et  al.,  1978)  is  a  widely  used  public  key  cryp-
tosystem  whose  security  relies  on  the  difﬁculty  of  factoring
large  integers.  RSA  comprises  of  two  keys:  public  key  (N,
e)  and  private  key  d  where  N  is  product  of  two  distinct
 This article belongs to the special issue on Engineering and Mate-
rial Sciences.
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arge  primes  p,  q  of  same  size,  e  is  encryption  key  and  d  is
ecryption  key.  To  decrypt  an  encrypted  message,  we  need
o  ﬁnd  the  private  key  d  which  is  equivalent  to  factorizing
he  modulus  N.
General  number  ﬁeld  sieve  (GNFS)  (Lenstra  and  Lenstra,
993) is  the  most  efﬁcient  known  algorithm  for  determining
actors  p,  q  of  such  integers  N.  In  GNFS,  we  ﬁnd  two  inte-
ers  x,  y  such  that  x2 ≡  y2(mod  N).  If  x  /≡  ±  y(mod  N),  then
cd(x  ±  y,  N)  return  a  non-trivial  factor  of  N.  GNFS  method
omprised  of  ﬁve  major  steps:  polynomial  selection,  fac-
or  base  generation,  sieving,  matrix  step  and  square  root
omputation.
Polynomial  selection  is  the  ﬁrst  step  of  GNFS.  Murphy
1999)  explained  that  good  polynomial  pairs  decrease  sie-
ing  time  and  reduce  the  dimension  of  matrix.  In  this  paper,
e  discuss  a  method  of  polynomial  selection.  Selection  cri-
erion  will  be  modelled  with  size  and  root  properties  (Bai
t  al.,  2015;  Yang  et  al.,  2015).  The  correlation  between
olynomial  coefﬁcients  and  number  of  relations  has  been
xplored  with  experimental  ﬁndings.
ticle under the CC BY-NC-ND license (http://creativecommons.
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The  polynomial  selection  algorithm  has  been  implemented
using  GMP  and  NTL  libraries.  We  have  randomly  chosen02  
olynomial selection problem
inding  two  irreducible  and  coprime  polynomials  f(x),  g(x)
ver  Z which  share  a  common  root  m  modulo  N  is  deﬁned
o  be  the  polynomial  selection  problem  (PSP)  of  GNFS.  Let
1,  d2 be  degrees  of  f(x)  and  g(x)  respectively  and  F(x,  y)  =
d1f(x/y) and  G(x,  y)  =  yd2g(x/y).  A  positive  integer  is  said
o  be  B-smooth  with  respect  to  some  ﬁxed  bound  B  if  all  of
ts  prime  factors  are  smaller  than  or  equal  to  B.
We  have  to  ﬁnd  many  coprime  pairs  (a,  b)  ∈  Z ×  Z, b  >
 such  that  the  both  polynomial  values  F(a,  b),  G(a,  b)  are
imultaneously  smooth  with  respect  to  some  bound  B.  Such
a,  b)  pair  is  known  as  relation.  Line  sieving  and  lattice  sie-
ing  (Lenstra  and  Lenstra,  1993)  are  used  to  ﬁnd  relations.
he  running  time  of  sieving  depends  on  the  smoothness  of
olynomial  values  |F(a,  b)|  and  |G(a,  b)|.  Let   (x,  x1/u)  be
he  number  of  x1/u smooth  integers  below  x  for  some  u  >  0.
he  Dickman—de  Bruijn  function  (u)  is  used  to  estimate
he   (x,  x1/u).  Polynomial  selection  is  carried  out  in  three
tages.  In  ﬁrst  stage  we  generate  a  large  sample  of  poly-
omials.  In  second  stage,  we  identify  good  polynomials  by
ptimizing  size  and  root  properties  without  sieving.  Finally,
 sieving  test  (Pandey  and  Pal,  2014)  over  short  interval  is
erformed  to  obtain  the  best  polynomial  pairs.
eneration  of  polynomials
ase-m  method  (Murphy,  1999)  is  the  best  method  for  gen-
rating  polynomial  pairs.  We  ﬁx  degree  d  =  d1 ∈  [3,  6]  and
2 =  1  and  choose  m  such  that
⌈
N1/(d+1)
⌉ ≤  m  ≤ ⌊N1/d⌋.
rite  expansion  of  N  to  base  −m  as  follows,
 =  cdmd +  cd−1md−1 +  ·  ·  ·  +  c1m  +  c0 (1)
here  ci ∈  Z and  0  ≤  ci <  m  for  0  ≤  i ≤  d.  Set  the  polyno-
ial  f(x)  =  cdxd +  cd−1xd−1 +  ·  ·  ·  +  c1x  +  c0 and  g(x)  =  x  −
.  More  polynomials  are  generated  by  translating  base  m
y  an  integer  value  k.
election  of  good  polynomial
 polynomial  goodness  is  determined  by  its  yield  which  is
eﬁned  to  be  the  number  of  smooth  values  produced  by  it
or  a  given  smoothness  bound  B  and  given  sieve  region  ˝.
or  ﬁxed  integer  K  >  0,  let  ˝:={(a,  b)  :  |a|  ≤  K,  1  ≤  b  ≤  K}
e  rectangular  region  and  (a,  b)  be  randomly  chosen  coprime
air  in  ˝.  The  number  of  smooth  polynomial  values  produced
y  F(x,  y)  can  be  approximated  by
6
2
∫ ∫
˝

(
log  |F(x,  y)|
log  B
)
dxdy  (2)
The  yield  of  polynomial  F(x,  y)  has  been  affected  by  size
nd  root  properties  of  F(x,  y).
Size  property:  The  size  property  is  deﬁned  to  be  the
agnitude  of  values  taken  by  polynomial  F(x,  y).  The  size
roperty  is  improved  by  making  the  coefﬁcients  as  small  as
ossible.  One  such  improvement  is  obtained  by  replacing  ci+1
ith  (ci+1 +  1)  and  ci with  (ci −  m)  for  0  ≤  i ≤  (d  −  1)  if  any
i >  m/2,  in  Eq.  (1).  If  the  coefﬁcient  cd,  c0 is  product  of
mall  primes,  the  probability  of  smoothness  for  polynomial
alues  would  be  increased.
s
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Root  property:  The  root  property  is  deﬁned  to  be  the
istribution  of  roots  of  polynomial  F(x,  y) modulo  pk,  for
mall  prime  p,  k  ≥  1.  Root  property  will  be  quantiﬁed  by
(F)  =
∑
p≤B
(1  −  qp) log  p
p  −  1 (3)
here  qp be  number  of  distinct  roots  of  F  modulo  p.  If  qp >
,  then  ˛(F)  <  0,  which  ensures  that  polynomial  values  are
ore  likely  smooth  than  random  integers  of  the  same  size.
onsidering  root  properties,  Eq.  (2)  will  be  modiﬁed  as
6
2
∫∫
˝

(
log  |F(x,  y)|  +  ˛(F)
log  B
)
dx  dy (4)
To  approximate  the  integral  (4), Murphy  (1999)  used  a
ummation  over  a  set  of  M  sample  points  (xi, yi)  ∈  ˝  as
ollows:
(F)  =
M∑
i=1

(
log  |F(xi, yi)|  +  ˛(F)
log  B
)
(5)
The  value  of  F(F)  is  known  as  Murphy’s  E-score.  It  is
ill  be  used  for  screening  polynomials  without  sieving  test.
olynomials  are  ranked  in  descending  order  of  E(F)  values.
olynomial  selection  algorithm
et  N  be  composite  integer,  d  be  degree  of  f(x),  cofactor  c
f  cd with  c  a  product  of  small  primes  pk, k ≥  1  and  bound  B
s  given.  Then,  steps  of  polynomial  selection  algorithm  have
een  formulated  as  follows.
Algorithmic  steps:
.  Choose  the  initial  value  of  base  m0 such  that
⌈
N1/(d+1)
⌉ ≤
m0 ≤
⌊
N1/d
⌋
.
.  Fix  values  of  constants  1,  2 where  0  <  1 <  2 <  0.5
and  ﬁnd  suitable  cd’s  such  that  m01 <  |cd |  <  m02 and
compute  m′ = ⌊N/cd1/d⌋.
.  For  all  possible  combinations  of  cd and  m  ∈  [m0, m′],  do
followings
i.  Write  base  −m  expansion  of  N  as  N  =  cdmd +
cd−1md−1 +  ·  ·  ·  +  c1m  +  c0
ii.  Write  polynomial  fm(x)  =  cdxd +  cd−1xd−1 +  · ·  · +
c1x  +  c0 and  test  its  irreducibility  over  Z.
iii.  Compute  ˛(Fm),  E(Fm),  where  Fm =  Fm(x,  y)  =
ydfm(x/y).
.  Construct  a  set  S˛(fm)  by  selecting  the  polynomial  fm(x)
for  which  ˛(Fm)  <  0.
.  Do  sieving  test  in  set  S˛(fm)  to  identify  the  best  polyno-
mial  f(x).  Set  g(x)  =  x  −  m.
xperimental resultsamples  of  100  polynomials  for  different  values  of  N  and
ompute  the  ˛-value  and  Murphy’s  E  score.  One  small
xample  is  presented  for  better  understanding  of  steps  of
lgorithm.
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Table  1  Polynomials  fm(x)  for  which  ˛(Fm)  <  0.
S.  No.  m  Fm =  [c0,  c1,  c2,  c3]  ˛(Fm)  E(Fm)
1.  5423  [1860,  5209,  474,  270]  −2.22643021  998.478023
2. 4304  [2215,  2326,  1139,  540]  −1.145194954  905.4535741
3. 5640  [4703,  925,  545,  240]  −0.7508149894  885.5762012
4. 5897  [3126,  4996,  315,  210]  −1.365677616  510.8754121
5. 4227  [2894,  2218,  1397,  570] −0.1189398555  372.3777282
Table  2  Sieving  test  results  of  polynomials  in  set  S˛(fm).
S.  No.  m  Fm =  [c0,  c1,  c2,  c3]  Factor  base  size  No.  of  relations
1.  5423  [1860,  5209,  474,  270]  148  50
2. 4304  [2215,  2326,  1139,  540]  146  32
3. 5640  [4703,  925,  545,  240]  146  16
4. 5897  [3126,  4996,  315,  210]  153  32
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Example:
Let  N  =  5106217  ×  8435759  =  43074816013703,  d  =
3,  B  =  100.  Number  of  primes  below  B  is  roughly
equal  to
⌊
B/  ln  B
⌋ =  21.  Let  cd =  2  ×  3  ×  5  =  30,  K  =
10,  000, M  =  1000. We  give  ﬁve  polynomials  with  values  of
m,  ci,  ˛(Fm),  E(Fm)  of  set  S˛(fm)  in  Table  1.
To  measure  the  actual  yield,  we  perform  line  sieving
(Pandey  and  Pal,  2014)  to  polynomials  of  set  S˛(fm).  The
bounds  for  rational  factor  base,  algebraic  factor  base  and
quadratic  character  base  are  200,  400,  500  respectively.  The
sieving  region  ˝  :  a  ∈  [−10,  000, 10,  000]  and  b  ∈  [1,  5]
(Table  2).
The  variation  in  factor  base  sizes  is  due  to  roots  of  f(x)
modulo  pk.  We  observe  that  polynomial  at  S.  No.  1  has  the
most  negative  ˛-value  and  better  E-score.  It  also  produces
more  relations  in  sieving  test.  So,  it  is  chosen  to  be  the  best
polynomial  for  factoring  N.
ConclusionFactoring  large  integer  is  a  very  important  computational
problem  in  public  key  cryptography.  General  number  ﬁeld
sieve  is  the  most  efﬁcient  algorithm  for  solving  this  prob-
lem.  Polynomial  selection  is  the  ﬁrst  and  a  very  crucial
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tep  of  GNFS.  In  this  paper,  we  have  emphasized  the
mportance  of  this  step  and  formulated  an  algorithm  for
election  of  good  polynomials.  Future  work  in  this  direc-
ion  includes  experimentation  with  larger  N  and  testing
f  other  heuristic  based  techniques  for  selection  of  good
olynomials.
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